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Abstract

This systematic review study was conducted from 2019 to 2024 following the guidelines of the PRISM.A protocol through an exhan stive
search in Scopus, SaELO, Redalye, Dialnet, Eril Plus, Latindex, the University César Vallejo library, and other databases, and
aims to identify current trends and challenges in the prevention of cybercrime in Ecuador. The results show that, despite legislative
efforts, cybercrime remains a growing problem in the country. The findings of this research have important implications for public policy
Jormulation, investment in technology, and cybersecurity education in Ecunador. Lack of user awareness, insufficient resources for law
enforcement, and the rapid evolution of technologies were identified as key factors. Public policies that promote cybersecurity education,
investment in protection technologies, and collaboration between public and private institutions are recommended. In conclusion, this
systematic review underscores the need to adopt a multidisciplinary and proactive approach to combat cybercrime in Ecuador.
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Introduction

In the digital era, computer crimes have emerged as one of the main threats to personal, business and
government security (Rodriguez and Moreno, 2024). Due to the increased use of information and
communication technologies, cybercriminals have found new opportunities to perpetrate illicit activities
that transcend physical borders. This phenomenon has been driven by digital globalization, which has
facilitated access to sensitive information and has allowed fraud, identity theft and other large-scale
cybercrimes to be catried out (Ponce, 2024). The central problem lies in the difficulty of regulating and
prosecuting these crimes, given their transnational nature and the rapid evolution of the technologies used
to commit them.

This problem of computer crimes in the digital age has become a topic of growing concern at a national
and international level. With the rise of technology and the digitalization of services, cybercriminals have
found fertile ground to carry out their illicit activities, resulting in a significant increase in the frequency and
sophistication of these crimes. According to a report by the United Nations Office on Drugs and Crime
(UNODC, 2013), the fragmentation of national laws and the diversity of legal approaches complicate
international cooperation in the fight against cybercrime, which limits the effectiveness of current legal
responses.

At a global level, in Mexico by the end of 2019, cybercrimes increased by almost 40%, which represents
economic losses that are difficult to overcome (Dominguez and Vera, 2022). This increase reflects how
technology, although essential for development, also becomes a channel for illicit activities. Furthermore,
it can be inferred that this growth is probably due to the increase in the adoption of digital technologies,
combined with a lack of awareness or adequate preventive measures on the part of users and organizations.

Given the problem raised, the following research question is proposed: What are the main trends and

1 César Vallejo University, Peru, Email: lvillaltag@ucvvirtual.edu.pe, https://otcid.org/0000-0001-8556-6529, (Cotresponding Author)
2 César Vallejo University, Peru, Email: llabre@ucvvirtual.edu.pe, https://otcid.org/0009-0000-2762-1091.
3 Espiritu Santo University, Ecuador, Email: adtiana.villalta@uess.edu.ec, https://otcid.org/0009-0002-2426-1478

4 César Vallejo University, Peru, Email: cllaucect@ucvvirtual.edu.pe, https://orcid.org/0000-0002-1162- 8755

6439


https://ecohumanism.co.uk/joe/ecohumanism
https://doi.org/10.62754/joe.v3i8.5276

Journal of Ecohumanism

2024

Volume: 3, No: 8, pp. 6439 — 6448

ISSN: 2752-6798 (Print) | ISSN 2752-6801 (Online)
https://ecohumanism.co.uk/joe/ecohumanism
DOI: https://doi.org/10.62754/joe.v3i8.5276

challenges in the legislation and prevention of computer crimes in the digital age? While, as a general
objective, it is proposed to analyze current trends in computer crimes and their impact.

Previous bibliometric studies have examined climate change research using various databases and on
contemporary society, as well as evaluate the legal and preventive responses implemented in different
contexts. In the same way, the following specific objectives are formulated: identify the most common
types of computer crimes reported in the last five years; list the countries that have studied cybercrimes in
the last five years and propose recommendations to improve prevention and response strategies to these
crimes.

At this point it should be noted that the literature on cybercrime has expanded significantly in recent years,
reflecting the growing academic and practical interest in this field. According to Guafia (2023), cybercrimes,
defined as illegal activities that use computer systems as a means or objective, include a variety of criminal
actions such as phishing, malware, hacking and identity theft.

According to Echeverria and Nivela (2024), computer crimes range from financial fraud to attacks on the
integrity of computer systems. The most common classification includes: computer fraud, which is the illicit
obtaining of personal or banking data. Also cyberbullying or the use of digital media to intimidate or harass.
As well as computer sabotage or malicious interference with computer systems (Echeverria and Nivela,
2024).

In this sense, legislation on cybercrime varies significantly between countries. In many cases, criminal codes
have been updated to include specific provisions on cybercrimes (Ordoéfiez, 2024). For example, the
Comprehensive Organic Penal Code (COIP) in Ecuador addresses various forms of cybercrime,
establishing penalties ranging from fines to years in prison. Despite the existing legal framework, significant
challenges remain in the prevention and effective prosecution of these crimes. Since the anonymous nature
of the digital environment makes it difficult to identify and capture cybercriminals, which requires a
collaborative approach between governments, companies and citizens (Saltos et al., 2021). Furthermore,
rapid technological evolution poses constant challenges to current regulations.

According to Juca and Medina (2023), cybercrime affects individuals in a particular way, but also represents
a considerable risk for companies and national economies. Economic losses from cyber fraud are estimated
in the billions annually, highlichting the urgent need for effective strategies to mitigate these risks.
Therefore, the present systematic review of these aspects provides a critical context to understand how
cybercrime is shaping our current digital reality and how it can be effectively addressed through appropriate
policies and preventive initiatives.

Furthermore, the inherent characteristics of cybercrimes, such as their rapid execution, easy concealment,
and transnational nature, make their prevention and prosecution especially complex. Likewise, the lack of
institutional capacity in many countries to adequately investigate these crimes further aggravates the
problem (Acosta et al., 2020). In summary, the problem of cybercrime is multifaceted and involves legal,
technological and social challenges that require a coordinated and effective response at the international
level. Therefore, the need for legislative harmonization and cooperation between countries is very necessary
to address this growing phenomenon and protect both individuals and organizations from the threats of
cybercrime.

Methodology and Materials

The present systematic review aims to identify the main trends in research on the use of artificial intelligence
in the detection of computer crimes. In order to guarantee the rigor and transparency of this study, the
PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) method will be used.
Since, this methodological approach will allow an exhaustive search to be carried out in various academic
databases, evaluate the quality of the included studies and synthesize the results in a systematic way
(Sanchez-Serrano et al., 2022). Thus, the findings of this review will contribute to a better understanding of
the fight against cybercrime and to identifying future areas of research.
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Como ya se indico, la revision se centra en la pregunta: ¢Cuales son las principales tendencias y desafios en
la legislacion y prevencion de delitos informaticos en la era digital? Por lo tanto, se plante6 una estrategia
de busqueda utilizando conectores booleanos para combinar términos relevantes, que permito formular la
siguiente ecuacion de busqueda:

"delitos informaticos" AND "ciberdelincuencia" AND ("prevenciéon" OR "legislacién") AND
("tendencias" OR "desafios") AND "era digital".

Furthermore, for an article to be considered in this work, the inclusion criteria were established:
e Studies published between 2019 and 2024.
e Articles that specifically address cybercrime, its legislation, prevention and trends.

e Research available in databases such as Scopus, SciELO, Redalyc, Dialnet, Erih Plus, Latindex
and Universidad César Vallejo.

e Documents in Spanish and English.

Likewise, in order to exclude articles that did not contribute to this study, the following exclusion criteria
were considered:

e Studies that do not focus on computer crimes or that do not address their legislative or
preventive context.

e Duplicate articles or articles that are not available in full text.

e Publications that have not been peer reviewed.

e Studies that have information not relevant to the objectives of this review work.
e Duplicate articles.

e Work that does not present results.

e Works that are not scientific articles.

e Articles that are in a language other than Spanish or English.

Based on the above, an exhaustive search was cartied out in the aforementioned databases, followed by a
selection process based on the established criteria. Two independent reviewers assessed titles and abstracts
for relevance, resolving any disagreements by discussion. Relevant data were then extracted from the
selected studies, including information on the type of crime, legislative context, preventive approaches and
results obtained. This extraction will be performed by the authors of this systematic review to ensure
accuracy and minimize bias.

Next, the methodological quality of the included studies was evaluated using appropriate tools, such as the
Newcastle-Ottawa scale or the GRADE (Grading of Recommendations Assessment, Development and
Evaluation Working Group) system, depending on the type of study, because, according to Gonzalez (2024)
is a resource used to analyze the quality of evidence and determine the strength of recommendations during
the development of clinical practice guidelines.
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In the end, the extracted data were synthesized qualitatively and quantitatively as necessary, presenting a
clear analysis on the trends and challenges identified in the literature regarding cybercrime. Therefore, a
PRISMA flowchart was developed to illustrate the study selection and exclusion process, as well as a table
summarizing the key characteristics of each included study. This systematic approach will allow readers to
have a deeper understanding of the current state of cybercrime and will contribute to the formulation of

recommendations to improve legislative and preventive strategies against this growing phenomenon.

Results and Discussion

Table 1. Data Extraction

Author(s) Year | Objective  of | Methodology Main Results Conclusions
the Study
Eslava- 2024 | Examine the | Quantitative The findings show | It is concluded that
Zapata et al. variables related | research with a | that, in terms of | computer  crimes
to computer | transectional the relationship | violate the privacy
crimes in Latin | design, based on | between of individuals and
America. data from the | complaints by | organizations, and
Latin American | country and | that cybercriminals
Computer Crime | gender, men have | take advantage of
Observatory a total | this environment to
(ODILA) representation in | commit
corresponding Argentina, while | information theft,
to the period | women have a | illicitly enrich
2015-2017, with | greater presence | themselves, and
a sample of |in Mexico | affect the integrity
5,310 people. (22.38%), of those affected.
Colombia
(20.23%)). and
Guatemala
(8.54%).
Regarding the
level of education
and the action of
reporting, a high
percentage of
those who have
not reported have
a university level
(81.35%).
Sarmiento- | 2024 | Analyze the | Detailed A widespread lack | In conclusion, a call
Chamba & growing qualitative of knowledge | is made to
Maldonado- problem of | analysis of | about the illegality | strengthen
Ruiz computer crimes | current of certain | education and
in Ecuador, | legislation. behaviors, such as | awareness about
evaluating its the violation of | these crimes, while
impact from ptivacy and the | promoting  more
economic, manipulation of | effective measures
psychological mobile IDs, 1is|to prevent and
and social revealed, which | punish these
perspectives. has led to serious | behaviors, thus
consequences, guaranteeing  the
including cases of | protection of digital
suicide. The | rights in
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urgent need to | Ecuadorian society.
reform the
Comprehensive
Organic Penal

Code (COIP) is
pointed out, given
that the current

sanctions are
disproportionate
and lack adequate
economic
components.

Cuenca vy | 2024 | Comparatively Document The research | The study

Nufez analyze the types | analysis on | provides valuable | highlights the need
of computer | computer crimes | data  that can | to strengthen
crimes recorded | and their impact | contribute to the | education and
between 2018 | on legal security. | prevention of | awareness about the
and 2021. cybercrime, importance of

including a | computer security
quantitative in Ecuador,
description of the | highlighting the
types of computer | importance of both
crimes  recorded | individuals and
between 2018 and | organizations

2021. Based on | adopting preventive
the comparative | measures to protect
analysis of the | themselves against
information this type of crime.
collected, the

most  common

computer crimes

have been

identified,

providing a key

information base

to  face  this

growing

challenge.

Buch 2024 | Determine the | Postpositivist In the final model, | There is a direct
relationship paradigm with a | the variables: | relationship
between digital | quantitative number of ICT | between digital
literacy and | approach, using | training (less than | literacy and digital
variables related | a non- | 40 hours), | inclusion. The
to digital | experimental knowledge about | coefficient of 0.152
inclusion 1in a | cross-sectional computer crimes, | was significant at
group of | correlational knowledge of | the 5% level,
master's  level | design. An | security protocols | indicating that an
students. online  survey | and digital literacy | increase of one unit

was applied as a | were identified as | in digital literacy
data  collection | significant, with a | generates a
instrument. The | 95% confidence | proportional

sample was | level. The model | increase of 0.152
made up of 35 | presented an | units in  digital
university adjusted inclusion. This
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students selected | correlation suggests that higher
through coefficient of | levels of digital
voluntary  non- | 0.673. The | literacy among
probabilistic average digital | students are
sampling. inclusion  index | positively

was 0.46, with | associated with
0.48 for women | higher levels of
and 0.45 for men. | digital inclusion.
Valverde- 2024 | Respond if it is | From the | The results | The urgent need to
Ramos et al. necessary to | qualitative indicate that this | classify
include the | approach, emerging criminal | pornographic
crime of | methods such as | modality requires | deepfakes as a
pornographic logical, an effective legal | specific crime in
deepfake as a | exegetical, response that not | Ecuadorian
specific criminal | comparative, only punishes | legislation is
type in  the | bibliographic those responsible, | evident, providing
special part of | review, case | but also repairs | authorities with
the analysis and | the serious | robust legal tools to
Comprehensive | hypothetical- consequences confront this form
Organic  Penal | deductive derived from | of digital sexual
Code (COIP) of | methods  were | these acts and | violence.
Ecuador, to | used. prevents  future
strengthen violations.
citizen  security
based on the
principles of
legality and
typicality.
Avila and | 2023 | Develop a | Mixed approach, | The results of the | Based on these
Rincon strategy so that | combining study highlight the | findings, a mobile
the aspiring | qualitative and | importance of | application was
patrol officers of | quantitative educational designed for
the Rafael Reyes | elements. It | institutions, applicants,  which
Police  School | began with a | especially  those | includes
could  acquire | survey applied to | focused on police | information on
knowledge and | 220 students of | training, to | computer  crimes,
adopt good | the professional | prioritize protection
practices aimed | technician in | cybersecurity and | measures,  online
at preventing | police  service, | include it in their | tools and guides for
damage  from | identifying the | curricula, making complaints.
computer most  frequent | incorporating
crimes, such as | computer crimes | topics on
phishing, that affect the | prevention and
vishing, academic digital care.
smishing, community.
impersonation
or fraud.
Gomero- 2024 | Evaluate the | A cross-sectional | The results reveal | The findings of this
Cuadra and cybersecurity descriptive study | that the majority | study  underscore
Sanchez- practices was conducted | of SAMOs | the importance of
Calle implemented in | in 11 SAMOs, | surveyed have | strengthening
the using a | contingency plans | cybersecurity in
Occupational questionnaire for cyber | SAMOs to protect
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Physician designed to | incidents, perform | the confidentiality
Support Services | evaluate the | regular  backups | and integrity of
(SAMO) that | information and keep their | medical
provide setvices | security operating systems | information. It is
to a  major | measures updated. recommended  to
construction implemented in | However, implement
project in | each institution. | opportunities for | proactive  security
Metropolitan improvement measures, such as
Lima. were identified in | conducting risk
the assessments  and
implementation training staff.
of some security
measures.
Lopez- 2024 | Analyze the | Comprehensive | The results show | It is concluded that
Pincay et al. various control | qualitative that while | an effective
strategies literature review. | sophisticated response  requires
implemented to cybersecurity multidisciplinary
mitigate the risks systems have been | collaboration  and
associated with developed,  the | the adoption of
this  type of changing nature | proactive measures
crime. of cybercrime | to  protect  the
poses  constant | financial
challenges. infrastructure.
Arapa etal. | 2024 | Describe the | Quantitative, The results show | Factors such as
current situation | explanatory and | that lack  of | misinformation, the
of cybercrime in | descriptive awareness and | sophistication  of
the city of Puno, | research. vulnerabilities in | attack  techniques
identifying its computer systems | and deficiencies in
undetlying expose an | computer security
causes and increasing number | have been found to
consequences. of people, | be the main drivers
especially  those | of this
between 27 and 59 | phenomenon,
yeats old, to risks | disproportionately
such as identity | affecting a specific
theft, fraud and | segment of the
extortion. population.
Jimenez 2023 | Analyze the risks | Bibliographic Although the | The study
that legal assets | literature review. | Peruvian State has | concludes that self-
face when established regulation and
Internet standards to | compliance
providers do not punish computer | measures are
implement crimes, a lack of | appropriate
preventive specific regulation | strategies to control
mechanisms, for its prevention | digital platforms as
such as artificial is  evident, in | possible sources of
intelligence contrast to | danger. Likewise, it
systems, to countries like | is proposed to the
combat  these Germany. Peruvian legislator
threats. to  establish a

regulation that
forces service
providers to
monitor their
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platforms to
prevent the
violation of legal
rights in cyberspace.

Source: Own elaboration

Identification

Number of articles identified:
Scopus, SCiELO, Redalyc, Dialnet,
Erih Plus, Latindex, César Vallejo
University library and other relevant

databases

Selection

Total number of citations removed per year of

publication: (n=3,027)

Eligibility

Inclusion

!

Number of unique citations screened: ——»

Documents excluded after
reading the title and abstract:
(n=769)

Documents for reading in full text
after reading the title and summary:
(n=771)

\ 4

Documents excluded after
reading the full text:
(n=488)

Reasons for exclusion: Non-
existence of results (n=271),
language of publication
(n=217)

Items for detailed evaluation: (n=283)

Full text articles excluded
(n=146)

Reasons for exclusion:
Duplicates: 48, Abstract: 51
Does not address study
objectives: 47

Studies to consider in second reading:
(n=137)

l

Studies excluded after
reading: (n=127)
Reasons for exclusion: Not
peer reviewed: 48; They are
not scientific articles: 53;
Information not relevant to
the objectives: 26

Studies included that provide information
to the Systematic Review
(n=10)
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Figure 1. Search Diagram

Source: Own elaboration

The literature review reveals a complex and constantly evolving landscape surrounding cybercrime. Several
key themes emerge from the studies reviewed. To begin with, the growing reliance on digital technologies
has created an environment conducive to the proliferation of cybercrime (Valencia-Sandoval et al., 2022).
As evidenced by the studies presented in Table 1, cyberattacks have become more sophisticated, affecting
individuals, organizations, and governments alike.

It is also evident from the studies reviewed that cybercrime has far-reaching consequences, affecting
individuals, organizations, and societies in general (Martinez et al., 2024). Therefore, financial losses,
reputational damage, and social disruption are some of the most significant impacts. In addition,
cyberattacks can compromise critical infrastructure and national security.

Loépez-Pincay et al. (2024) notes that, to effectively combat cybercrime, a multifaceted approach is required
that involves collaboration between governments, law enforcement agencies, the private sector and
international organizations. This includes strengthening legal frameworks, improving cybersecurity
measures, raising public awareness and fostering international cooperation.

According to Saltos et al., (2021) cited in the introduction of this article, technological advances can be used
to both facilitate and combat cybercrime. Therefore, the development of sophisticated cybersecurity tools
and techniques is essential to protect against cyberattacks. However, it is also important to address the
ethical implications of these technologies and ensure that they are used for beneficial purposes. Hence, it is
necessary to educate people and organizations about cyber threats and best practices in cybersecurity
(Orosco-Fabian, 2024). Because by increasing awareness, individuals can protect themselves from
becoming victims of cybercrime.

Conclusions

Based on the extensive literature review and discussion of results that has been conducted, solid conclusions
can be drawn to respond to the general and specific objectives of this research. To begin with, the increasing
dependence on digital technologies has made cybercrime an omnipresent threat, affecting individuals,
organizations and governments around the world. Therefore, combating cybercrime requires the
collaboration of various actors, such as governments, companies, academia and civil society, to develop
comprehensive strategies that address legal, technological and social challenges.

In addition, the most common cybercrimes identified in the literature include computer fraud,
cyberbullying, computer sabotage and identity theft. On the other hand, in response to the second specific
objective, a growing interest in cybercrime research has been observed worldwide, with a significant number
of studies published in recent years.

The final conclusion of this systematic review is that the main challenges include the rapid evolution of
technologies, the cross-border nature of cybercrime, lack of resources and the difficulty of identifying and
capturing cybercriminals. Cybercrime represents a growing and complex threat that requires a coordinated
response at a global level. By understanding current trends, challenges and best practices, we can develop
more effective strategies to protect individuals and organizations from cyberattacks.

Recommendations call for measures such as strengthening international cooperation, investing in research
and development of security technologies, improving user education and awareness, and updating
legislation to address new forms of cybercrime. Specific case studies of cyberattacks are also encouraged to
identify the tactics, techniques and procedures used by cybercriminals.
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