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Abstract  

Embracing digital business enhances company resilience, yet small and medium-sized enterprises (SMEs) often lack resources to combat 
cyber threats, unlike larger enterprises. Sophisticated cyberattacks surpass standard antivirus software, necessitating a shift in 
cybersecurity strategies. Therefore, this study aimed to investigate the relationship between knowledge, perceived usefulness, perceived ease 
of use, and the adoption of cybersecurity among small-and-medium entrepreneurs in Perak, Malaysia. Guided by the Technology 
Acceptance Model (TAM), this ongoing research employed a quantitative approach by distributing questionnaires to 400 digital 
entrepreneurs in the small and medium-sized business sectors in Perak. The findings revealed that the majority of entrepreneurs possessed 
a relatively high level of knowledge about cybersecurity. Furthermore, the study identified a strong positive correlation between knowledge 
and perceived usefulness (correlation coefficient r = 0.639), as well as a moderately positive correlation between knowledge and perceived 
ease of use (correlation coefficient r = 0.435) among small and medium entrepreneurs in Perak. Consequently, this study contributes 
to a better understanding of the Technology Acceptance Model (TAM) within the context of perceived usefulness, perceived ease of use, 
and the adoption of cybersecurity, thereby enriching the existing literature on cybersecurity among small and medium entrepreneurs in 
the era of digital business. 
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Introduction 
In recent years, the global landscape of cybersecurity has become increasingly complex as numerous 
enterprises gear up to transition their operations towards the digital marketing. This transformation has 
gained significant momentum due to the impact of the Covid-19 pandemic, driving more marketing 
activities onto digital platforms. Consequently, the escalation of cybersecurity threats, risks, and challenges, 
especially for small and medium-sized enterprises (SMEs), has become a pressing concern (Fernandez De 
Arroyabe & Fernandez de Arroyabe, 2023). Past research indicates that small and medium-sized enterprises 
(SMEs) tend to downplay their susceptibility to cyberattacks, even when they have some awareness of the 
associated risks. However, these assessments of vulnerability typically rely on a broad understanding of 
cyber threats rather than being linked to specific and commonly encountered types of threats (Wilson et al., 
2023). Given the economic impact of cybersecurity incidents and the frequency with which businesses are 
targeted by cyber threats, it is vital for SMEs to adopt cybersecurity measures to secure their survival in the 
case of an attack (Wilson et al., 2023). Small businesses, particularly those with 1-49 employees, face an 
average annual loss of approximately US$14,000 per firm in the United States and certain European 
countries (Tam et al., 2021). Although data for small businesses is limited, a US Government report suggests 
that the impact and cost of a cyber breach on small businesses could be more severe than on larger 
businesses, mainly due to the potential loss of customers. In the case of Malaysia, for example, it has 
experienced significant financial losses due to cybercrime frauds, amounting to RM2.23 billion between 
2017 and mid-2021, as reported by the Royal Malaysian Police. Furthermore, in the first quarter of 2022, 
Malaysia faced 8 million virus attacks and detected 57.2 botnets, of which small and medium-sized 
enterprises (SMEs) have been particularly vulnerable, with 84% experiencing cyber threat incidents 
(Strategic Institute for Asia Pacific, 2022). Other incidents have been reported involving the use of 
unauthorized programs to access servers or databases through certain mobile applications. Hackers 
frequently target activities such as downloading resources or programs from an unverified origin and 
developing unapproved software (Chai & Zolkipli, 2021; Ching & Zolkipli, 2021). 
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Businesses, particularly SMEs, have modified their marketing strategies to utilize digital platforms such as 
websites, social media, banner ads, etc., not only to provide product or service information and maintain 
customer relationships (Filiz Bozkurt Bekoglu & Cemre Onaylı, 2016), as well as to reduce marketing 
expenses and coordination cost (Meyer et al., 2023). Despite these advantages, enterprises face a number 
of obstacles while utilizing digital business, including the possibility of cyberattacks, spammers, and illicit 
businesses (Fernandez De Arroyabe & Fernandez de Arroyabe, 2023; Kaur et al., 2023; Wilson et al., 2023). 
Moreover, with this transformation and global opportunity offered through digital business, small and 
medium-sized businesses are always becoming great targets for hackers (Fernandez De Arroyabe & 
Fernandez de Arroyabe, 2023; Tam et al., 2021; Wallang et al., 2022) because they lack cybersecurity-related 
measures to survive significant security incidents. The continuous use of information technology systems 
by SMEs has the potential to deliver substantial benefits but also exposes them to internet security risks. 
This problem is most prominent in emerging nations, especially among small and medium-sized businesses 
(SMEs), which frequently lack the funds to purchase and deploy cybersecurity equipment (Westerlund & 
Rajala, 2014). Moreover, many individuals assume they do not know how to defend their Internet system 
or are uninformed of the repercussions of not utilizing Internet security software (Bada et al., 2019). Thus, 
the present study seeks to:  

a) To identify the level of knowledge, perceived usefulness, and perceived ease of use towards 
cybersecurity among SME Entrepreneurs in Perak. 

b) To investigate the relationship between knowledge and perceived usefulness towards digital 
business and cybersecurity among SME Entrepreneurs in Perak. 

c) To examine the relationship between knowledge and perceived ease of use towards digital business 
and cybersecurity among SME Entrepreneurs in Perak.   

d) To find out the relationship between knowledge and adoption of cybersecurity among SME 
Entrepreneurs in Perak.   

Following the present research objectives,  the authors have hypothesized: 
H1: The knowledge is positively correlated with the perceived usefulness of digital business among SMEs  

H2: The knowledge is positively correlated with the perceived usefulness of cybersecurity among SMEs  
H3: The knowledge is positively associated with the perceived ease of use of digital business among 

SMEs  
H4: The knowledge is positively associated with the perceived ease of use of cybersecurity among SMEs  
H5: There is a positive relationship between knowledge and the adoption of cybersecurity among SMEs 

Literature Review 
Digital Business and Marketing 
Digital platforms serve as the nexus for connecting various entities, typically suppliers and consumers, to 
facilitate commercial interactions. In the present business landscape, leveraging digital expertise, 
technologies, and tools is essential for enterprise leaders and pioneers. It allows them to transform their 
businesses, leading to improved experiences for customers, employees, and ecosystem partners, while also 
driving cost efficiencies (Mishra & Tripathi, 2020). For example, around a quarter-century ago, the concept 
of purchasing books online through Amazon was a novel and relatively untested idea. Back then, it would 
have been difficult to envision that Amazon would eventually emerge as one of the most valuable and 
influential companies on a global scale (Verhoef & Bijmolt, 2019). However, Amazon’s remarkable ascent 
is not an isolated case. Indeed, as highlighted by the 2018 Interbrand equity rankings, the top-tier positions 
are dominated by digital giants like Apple, Google, and Amazon—relatively three companies were all digital 
and reasonably new in comparison to long-established firms like Coca-Cola, General Motors, and Exxon 
Mobil (Verhoef & Bijmolt, 2019). This transformation highlights the significant impact of digital firms on 
the global business landscape. 
In the era of digital business, the power of digitalization becomes evident as it unlocks new avenues for 
firms. These opportunities allow them to engage with international business and streamline capital 
investments essential for effective competition in overseas markets. For instance, through virtual avenues 
like firm-specific websites or platform complementors, digital business strategies can magnify export 
potentials, thereby significantly broadening the horizon of potential customers a firm can cater to (Meyer 
et al., 2023). Furthermore, in the context of digital business, e-commerce stands in stark contrast to 
traditional retail. Unlike the conventional methods, the majority of e-commerce interactions, from the pre-
purchase information search to the actual purchase and even post-purchase stages like feedback and after-
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sales services, are managed virtually (Ayob, 2021). Furthermore, through digital business, the strategic use 
of social proof by marketers plays a crucial role. It serves not only to address consumers’ apprehensions 
but also to establish trust in the products and services being offered (Dwivedi et al., 2021). For instance, in 
the e-commerce sector, social proof is harnessed as a persuasive technique. This is achieved by prominently 
showcasing testimonials and product reviews, thereby nudging potential customers toward making 
informed purchase decisions based on the experiences of others (Malodia et al., 2022). As such, digital 
marketing encompasses a wide array of activities that leverage electronic devices and online resources which 
is further explained in the next paragraph. 
Digital marketing is the cornerstone of modern digital business strategies. It involves promoting products 
and services through digital channels, primarily the Internet, but also mobile devices, display advertising, 
and various other digital platforms. In today’s dynamic business environment, the digital marketing 
landscape is in a perpetual state of transformation, driven by the rapid pace of technological advancements. 
As technology evolves, it brings about significant shifts in the way companies engage with their audiences 
and promote their products and services. Businesses engage with their current and potential customers 
through online platforms like search engines, social media, email, and various websites (Terrance et al., 
2018). This practice is essential for reaching and engaging with customers who spend a significant amount 
of their time online. Digital marketing takes various forms, including content marketing, email marketing, 
online advertising, landing page marketing, smartphone marketing, affiliate marketing, and viral marketing 
(Dwivedi et al., 2021). Additionally, it encompasses crucial elements like search engine optimization (SEO), 
search engine marketing (SEM), and social media marketing (SMM) (Terrance et al., 2018). By employing a 
diverse range of techniques such as banners, articles, videos, images, flash animation, and more, online 
marketing becomes a powerful means of attracting potential clients to a digital business (Terrance et al., 
2018), facilitating effective communication and engagement with the online audience (Dunakhe & Panse, 
2022).  
It is essential to note that, regardless of how sophisticated the digital technology becomes, the primary 
importance lies in ensuring that users remain safe and secure while navigating the digital space. Making wise 
choices is crucial to maximizing the use of technology while minimizing cyber risks (Maliki et al., 2023). 
Five key facets of this transformation stand out: the escalating need for information, the proliferation of 
information sources, heightened concerns about data security, the ubiquitous use of mobile devices, and 
the expanding role of social media in industrial purchasing (Dunakhe & Panse, 2022). These changes 
underscore the critical role of cyber security and innovation in navigating the ever-shifting terrain of digital 
marketing which is further explained in the next sub-section. 
Cybersecurity among Small and medium-sized enterprises (SMEs) 
Looking at the perspective of digital business, the term ‘cybersecurity’ represents a comprehensive approach 
to security practices that encompasses both offensive and defensive actions in the context of information 
technology and operational technology environments and systems (Schatz et al., 2017). This definition 
positions cybersecurity as a broader framework that goes beyond individual security disciplines like 
information security and IT security. Instead, it provides a holistic perspective on safeguarding digital assets, 
data, and operations, which is particularly crucial in the increasingly interconnected and technologically 
driven landscape of modern business fields (Schatz et al., 2017). Understanding cybersecurity in this context 
is vital for digital enterprises seeking to protect their digital infrastructure, customer data, and intellectual 
property from evolving threats in the digital age. 
Today, small and medium-sized enterprises (SMEs) are reported as the new big target for cyberattacks, 
being among the most vulnerable in terms of their cybersecurity risk (Fernandez De Arroyabe & Fernandez 
de Arroyabe, 2023; Tam et al., 2021; Wallang et al., 2022). They often become primary targets of various 
attacks due to their limited resources and, more importantly, their limited ability to manage complex 
technical issues (Candra et al., 2023). Even worse, the existence of the dark web, which provides anonymity 
and acts as a gateway to the criminal world, exacerbates the challenges faced by SMEs (Rajamanickam & 
Zolkipli, 2021). In the face of cybercriminals employing various ‘old school’ tactics, the battleground of 
today’s cyberwars extends beyond the technicalities of breaching routers, switches, servers, or websites. It 
involves a more subtle and cunning approach, where perpetrators exploit human interaction, capitalizing 
on their social skills to extract sensitive information from their targets (Alsobeh et al., 2023). This technique, 
known as social engineering, hinges on hackers’ ability to seamlessly blend into various roles within an 
organization, whether it’s posing as a new employee, a reformer, a scholar, or even a seemingly legitimate 
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representative of the company, complete with credentials (Alsobeh et al., 2023). These social engineering 
attacks come in various forms, from widely recognized phishing attempts to tactics that exploit human 
greed, curiosity, or even the act of rummaging through discarded materials (dumpster diving). It’s a world 
where deception and manipulation are the primary weapons, and it poses a significant challenge to digital 
businesses striving to protect their assets and information in an interconnected and vulnerable landscape 
(Alsobeh et al., 2023). Understanding and countering these social engineering techniques have become 
paramount in the ongoing battle to safeguard the integrity and security of digital enterprises. 
As SMEs navigate the path of digital transformation, leveraging its numerous benefits such as enhanced 
management efficiency, better service and product delivery to customers, and fostering an innovative 
culture, they simultaneously grapple with significant challenges (Ta & Lin, 2023). These challenges range 
from capital constraints, scarcity of highly skilled professionals, and a deficit in information communication 
technology expertise (Ta & Lin, 2023). Thus, the relationship between cybersecurity and small and medium-
sized enterprises (SMEs) is a contentious issue, as highlighted by various studies (Adleena Huzaizi et al., 
2021; Fernandez De Arroyabe & Fernandez de Arroyabe, 2023; Henson & Garfield, 2016; Shojaifar, 2020; 
Wallang et al., 2022). Many SMEs do not prioritize information security, resulting in minimal cybersecurity 
budgets (Fernandez De Arroyabe & Fernandez de Arroyabe, 2023; Shojaifar, 2020; Wilson et al., 2023) 
This lack of concern is often rooted in the belief that the level of risk is relatively low compared to larger 
companies, leading to a false sense of security (Fernandez De Arroyabe & Fernandez de Arroyabe, 2023; 
Wilson et al., 2023). Additionally, SMEs frequently struggle with implementing cybersecurity processes due 
to the diversity and quantity of devices in their networks, as well as a tendency to deviate from established 
procedures and standards (Fernandez De Arroyabe & Fernandez de Arroyabe, 2023; Tam et al., 2021). 
Consequently, SMEs face challenges in adhering to cybersecurity best practices and standards.  
In the case of Malaysia, the swift advancement of digitalization has necessitated businesses, including SMEs, 
to adapt significantly and quickly to technological shifts. These adaptations encompass the adoption of 
cloud solutions, enhancements in network connectivity, and website overhauls (Wallang et al., 2022). In the 
year 2022, Malaysia’s SMEs achieved a remarkable growth rate of 11.6% (Bernama, 2023). What makes this 
achievement even more noteworthy is that it outpaced the overall Gross Domestic Product (GDP) growth 
rate of the entire country, which stood at 8.7% (Mohamad Hafizi, 2023). This substantial growth 
underscores the increasingly pivotal role that SMEs are playing in propelling economic development within 
Malaysia. Furthermore, the contribution of SMEs to the nation’s GDP saw a significant uptick, climbing 
from 37.41% in 2021 to 38.4% in 2022 (Bernama, 2023). In terms of value-added, SMEs contributed a 
substantial RM580.4 billion to the economy in 2022, a notable increase compared to the RM520 billion 
recorded in the previous year (Bernama, 2023). Yet, these transformations have also heightened the risk of 
cyberattacks, endangering the security of numerous enterprises. Previously, the World Economic Forum’s 
Global Risk Reports 2021 posits that cybersecurity failures might soon become the world’s fourth most 
pressing threat (Wallang et al., 2022). 

In the rapidly digitizing business environment, cybersecurity becomes paramount. As SMEs undergo digital 
transformation, their digital footprints expand, leading to potential vulnerabilities. Given the constraints 
SMEs face, such as limited resources (Waqas et al., 2022), they often become prime targets for 
cybercriminals. Ensuring robust cybersecurity measures is not merely about safeguarding business 
operations but is also crucial for preserving customer trust, protecting sensitive data, and ensuring 
regulatory compliance (Ta & Lin, 2023). Therefore, as SMEs identify the risk of cyberattacks in their digital 
transformation journey, integrating cybersecurity measures should be at the forefront. The digital 
opportunities that transformation offers can only be fully realized when underpinned by strong security 
protocols (Ta & Lin, 2023). Cybersecurity measures help protect SMEs from the growing threats of 
cyberattacks, ensuring the continuity of their operations and maintaining the trust of their customers and 
partners. In this context, cybersecurity becomes not just a technological necessity but a strategic imperative 
for SMEs navigating the digital landscape. 

Technology Acceptance Model (TAM) 

The entire research process was guided by a theoretical framework, which serves as a navigational tool. 
Within this framework, concepts and their respective definitions form the foundation elements. 
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Additionally, the incorporation of pertinent prior research from the relevant academic field enriches the 
framework’s components (Creswell & Creswell, 2018). This theoretical framework demonstrates a deep 
comprehension of ideas and concepts relevant to the research question, as well as their connections to 
broader knowledge domains under investigation. The Technology Acceptance Model (TAM) serves as the 
foundational framework for understanding the influence of external factors on technology adoption 
decisions. Its core principles are firmly grounded in economic, utilitarian, and attitudinal factors (Awa et al., 
2015). Specifically, an individual’s inclination to use a particular application is determined and predicted by 
their perception of the technology’s usefulness and its ease of use (Alnemer, 2022; Awa et al., 2015; Cho et 
al., 2022; Davis, 1985; Ritz et al., 2019; Thathsarani & Jianguo, 2022). Additionally, SMEs often struggle to 
adapt to the swift technological advancements, presenting challenges in catering to innovative requirements, 
which in turn impacts their long-term sustainability (Waqas et al., 2022). 

This theory highlights the integration of information technologies and associated tools, like the 
incorporation of microcomputers and the Internet. The TAM is based on the theoretical foundations of 
Fishbein and Ajzen’s (1975) theory of reasoned action, which explores connections between various 
components like belief, attitude, intention, and behavior (as shown in Figure 1). Davis (1985) notably 
highlighted the interplay between usefulness, ease of use, attitude, and the intention to use technology as 
influential beliefs in shaping technology adoption. Initially, TAM was employed within specific occupational 
categories, such as office workers or professionals in computer-related roles, but over time, it has found 
widespread application in various domains (Cho et al., 2022). Another study highlighted the TAM, as a 
framework that elucidates how users of information systems assess and utilize technology, with the key 
factors for embracing or declining a specific technology being their ‘perceived usefulness’ and ‘perceived 
ease of use’ (Davis, 1987; Davis et al., 1989; Thathsarani & Jianguo, 2022) Perceived usefulness (PU) refers 
to the extent to which an individual thinks that employing a system could boost their efficiency and 
contribute positively to an organization, given the system is used appropriately. This illustrates how 
integrating technology into businesses can boost user efficiency, elevate performance, and amplify 
advantages. Meanwhile, the second dimension of TAM, Perceived ease of use (PEOU), describes the extent 
to which an individual feels that using a particular technology doesn’t require significant physical or mental 
exertion (Davis, 1985; Nazir & Khan, 2022).  

 

Fig. 1. Original technology acceptance model (TAM) 

Fundamentally, the concept within TAM is that the easier the technology is, the more advantageous it 
becomes for the user (Ritz et al., 2019). With the removal of technical obstacles, a crucial aspect of 
leveraging this increasing capability lies in our capacity to develop applications that individuals are inclined 
to employ. As technical obstacles diminish, the key to tapping into this growing capability is our capacity 
to develop applications that users are eager to adopt (Davis et al., 1989). Determining the right functional 
and interface qualities for end-user systems has turned out to be more intricate and nuanced than initially 
anticipated (Davis et al., 1989). The challenge of adopting digital business is not so much about using 
technology but rather knowing which platforms to choose and how to optimize their use (Davis et al., 1989; 
Ritz et al., 2019). Small business owners and operators can first familiarize themselves with digital business 
by engaging in personal social media accounts, and then transition to accounts dedicated to their business. 
In this setting, actual technology use implies that the small business leader is engaging in digital business 
while implementing cyber security measures to safeguard it (Ritz et al., 2019). In light of the challenges 
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encountered during the lockdown phase, the evolution of new technology adoption has become crucial for 
individuals, businesses, governments, and economies through digital means (Thathsarani & Jianguo, 2022). 
Leveraging digital technology is certainly provide SMEs with essential insights, knowledge, enhanced 
relationships with suppliers and customers, better collaboration, and boosted productivity and efficiency. 

In the context of small and medium-sized enterprises (SMEs), the Internet plays a pivotal role in helping 
them devise digital business strategies. The potential advantages of digital business for SMEs are manifold. 
These benefits encompass cost reductions, especially in procurement, communication, inventory 
management, and search activities (Awa et al., 2015; Dwivedi et al., 2021; Kraft et al., 2022). Additionally, 
digital business can lead to improved product quality and customer service, provide value-added 
information, and stimulate innovation through network externalities and knowledge sharing (Awa et al., 
2015). Employing the TAM framework can shed light on how these external variables impact the adoption 
of technology in the realm of digital business and its resulting benefits for SMEs. 

Methodology 

Quantitative Research design 

Quantitative research involves gathering and analyzing numerical data to describe, explain, predict, or 
control variables and phenomena of interest (Creswell & Creswell, 2018). Researchers conducting 
quantitative studies aim to describe current situations, establish relationships between variables, and 
sometimes elucidate causal connections. This research type is primarily concerned with providing detailed 
descriptions and explanations about the phenomenon under investigation, often with a strong degree of 
certainty (Salkind, 2013). Survey research primarily aims to depict the attributes of a collective or population. 
This research method is predominantly quantitative, involving the distribution of surveys or questionnaires 
by the researcher to a sample, or occasionally the entire population, to outline their attitudes, views, actions, 
encounters, or other qualities of the group (Creswell & Creswell, 2018).  

In this study, a quantitative approach was chosen and employed during the formulation of the questionnaire, 
which acted as the primary tool for data collection. Before embarking on the questionnaire design, the 
research objectives and research questions serve as our guidelines in preparing the entire questionnaire. 
More importantly, the questionnaire questions were aligned with the study variables, where each question 
sought to capture a specific aspect of the construct (Allen, 2017). Formulating quantitative survey 
questionnaires is a meticulous process that involves a deep understanding of research objectives, variable 
definitions, and an informed selection of question types, wording, and response scales. A well-constructed 
questionnaire is the foundation of sound research, ensuring the data collected is meaningful and actionable 
which is further explained in the next sub-section. The initial stage of creating the research questionnaire 
focused on crafting items that resonated with the undertaken study. The aim was to collect data and assess 
the participants’ knowledge, perceived usefulness, and perceived ease of use towards cybersecurity among 
SME Entrepreneurs in Perak. The questionnaire was constructed based on six(6) sections allocated into 
sections A, B, C, D, E and F as demonstrated in Table 1. This questionnaire has been adopted from several 
past studies (Filiz Bozkurt Bekoglu & Cemre Onaylı, 2016; Pham et al., 2021; Zwilling et al., 2020) and 
revised according to the Malaysian context.  

                              Table 1. Division of questionnaire based on the construct 

No Section Construct 

1 A Demographic characteristics 

2 B Knowledge of Cyber Security 

3 C Cyber Security (Perceived usefulness) 

4 D Digital Business (Perceived usefulness) 

5 E Cyber Security (Perceived ease of use) 

6 F Digital Business (Perceived ease of use) 
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Sampling and Data collection   

The survey questionnaires were handed out to 500 participants, and the survey yielded a response rate of 
400 individuals (after filtering out completed questionnaires). All of these participants are small and 
medium-sized enterprise (SME) entrepreneurs located in Perak, Malaysia. The estimated completion time 
for the questionnaire ranged between 15 to 25 minutes. The study population consists of small and medium-
sized enterprise entrepreneurs in Perak state 75,140 have been registered as entrepreneurs. Therefore, this 
study was conducted by using Krejcie & Morgan, 1970 for the population size, which is 400 respondents. 
For this investigation, we adopted a mixed sampling design by combining both probability random 
sampling and non-probability sampling procedures for the selection of a sample. First, the participants were 
randomly selected from the database of SME business owners located in the state of Perak using systematic 
random sampling. After that, selected participants from the database were again selected based on certain 
criteria: they must be registered as small and medium businesses (SMEs), they must use digital marketing 
for their companies, they must have at least two social media platforms, and their companies must have 
been in operation for more than six months.  

Table 2. The number of SME Establishments by State 

 
The reason for opting to study the state of Perak as the research location is underpinned by the previous 
report’s findings. In 2020, Perak was reported to be among the top 5 states with the highest number of 
cybercrime incidents (The Star, 2023). These incidents included various cyberattacks and offenses against 
individuals, with a noticeable upward trend. While experts suggest that the COVID-19 pandemic might 
have contributed to this surge, they also acknowledge the influence of other factors. Furthermore, in the 
past five years, several significant data security breaches have occurred in well-known companies. 
Additionally, Perak stands out in Malaysia for its substantial concentration of small and medium-sized 
businesses (SME Corporation Malaysia, 2019; The Star, 2023) 
Data analysis 
Data analysis is the systematic process of organizing, merging, selecting, and arranging collected data. In 
the course of this study, we employed Statistical Package for the Social Sciences (SPSS) version 29 for the 
analysis of questionnaire responses. Researchers are drawn to SPSS for its robust statistical analysis and 
data processing capabilities. For this investigation, we employed two data types: descriptive statistical 
analysis and correlation analysis. Descriptive statistics were utilized to examine respondents’ backgrounds 
and their level of knowledge of cyber security. This analysis included parameters such as total scores, 
percentages, and frequencies, providing an overview of the data. As a result, correlation analysis has been 
utilized in order to investigate the nature of the link. 
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Results and Discussion 
Result/findings 
The respondents consist of 400 entrepreneurs from Perak. These demographic factors are broken down 
into categories such as gender, age, and the number of years in business. 

Table 3. Frequency distribution of gender among participants 

Gender Frequency Percent 

Male 171 42.8 

Female 229 57.3 

Total 400 100.0 

Table 3 displays the distribution of respondent populations by gender. The data reveals that out of a total 
of 400 respondents, 171 (42.8% of the respondents) were males, and 229 (57.3% of the respondents) were 
females. This indicates that a significant majority of respondents are female, while the male respondents 
constitute a relatively smaller portion.  

Table 4. Frequency distribution of age 

Age Frequency Percent 

18-25 126 31.5 

26-35 160 40.0 

36-45 55 13.8 

46-55 46 11.5 

55 and above 13 3.3 

Total 400 100.0 

The age distribution of the respondents is presented in Table 4. It is notable that all the respondents fall 
within the age range of 26 to 35, representing the largest group, with 160 respondents (40.0%). On the 
other hand, the age category of entrepreneurs aged 55 and above constitutes the smallest segment, with 
only 13 respondents (3.3% of the total respondents) providing their input. 

Table 5. Frequency distribution of years of business operation 

Business operation (years) Frequency Percent 

Under 5 243 60.8 

5-10 97 24.3 

11-15 17 4.3 

16-20 22 5.5 

21 and above 21 5.3 

Total 400 100.0 

Table 5 provides a breakdown of the number of years respondents have spent in their businesses. When 
considering the duration of their business operations, the findings reveal that a significant majority of 
respondents (243, equivalent to 60.8% of the total) have been in business for less than five years. Conversely, 
the sample included 21 respondents (5.3%) who possessed over 21 years of experience in various business 
operations. 

Table 6. Descriptive statistics of knowledge, perceived usefulness, Perceived ease of use and Adoption of cybersecurity 

Variables 
N Mean 

Std. 
Deviation 

Knowledge 400 91.01 11.44 

Perceived usefulness 400 87.36 11.04 

Perceived ease of use 400 77.02 19.65 

Adoption of cybersecurity 400 46.27 6.40 

Valid N (list wise) 400   
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The descriptive statistics for knowledge, perceived usefulness, perceived ease of use, and adoption of 
cybersecurity are presented in Table 6. The descriptive statistics suggest that the overall mean score for 
knowledge is 91.02, and the standard deviation is 11.45. The provided descriptive statistics reveal that the 
mean score for perceived usefulness is 87.36, with a standard deviation of 11.05. For perceived ease of use, 
the average score is 77.02, accompanied by a standard deviation of 19.66. As for the mean score of the 
adoption of cybersecurity measures, it stands at 6.40, with a standard deviation of 6.40. In general, 
knowledge garnered a higher mean score compared to perceived usefulness, perceived ease of use, and the 
adoption of cybersecurity measures. Notably, the score for the adoption of cybersecurity exhibited the least 
variability, as indicated by the standard deviation. 

Table 7. Correlations between Knowledge and Perceived Usefulness of Digital Business and Cybersecurity 

Variables 

 Knowledge 

Perceived 
usefulness 
digital 
business  

Perceived 
usefulness 
cyber security 

Knowledge Pearson 
Correlation 
Sig. (2-tailed) 
 

1 .488** 
.000 

.644 

.000 

Perceived usefulness 
Digital business  
 

Pearson 
Correlation 
Sig. (2-tailed) 

.488** 

.000 
1  

Perceived usefulness 
Cyber security 

Pearson 
Correlation 
Sig. (2-tailed) 

.644 

.000 
 1 

N  400 400 400 

** Correlation is significant at the 0.01 level (2-tailed). 
The relationships between knowledge and the perceived usefulness of digital marketing are outlined in 
Table 7. The findings of the test using Pearson’s correlation coefficient indicate that there is a significant 
positive linear relationship between knowledge and the perceived usefulness of digital business (r .488), 
p<0.01. There is a moderate positive relationship between knowledge and the perceived usefulness of digital 
business. Furthermore, the relationships between knowledge and the perceived usefulness of cybersecurity 
show that there is a significant positive linear relationship between knowledge and the perceived usefulness 
of cybersecurity (r .664), p<0.01. Knowledge and perceived usefulness of cyber security are strong positive 
relationships to one another in a favorable way.  

Table 8. Correlations between Knowledge and Perceived Ease of Use of Digital Business and Cybersecurity 

Variables 

 Knowledge 

Perceived 
Ease of Use 
(digital 
business)  

Perceived 
Ease of Use 
(cyber 
security) 

Knowledge Pearson 
Correlation 
Sig. (2-tailed) 
 

1 .348** 
.000 

.465 

.000 

Perceived Ease of Use 
Digital business  
 

Pearson 
Correlation 
Sig. (2-tailed) 

.348** 

.000 
1  

Perceived Ease of Use 
Cyber security 
 

Pearson 
Correlation 
Sig. (2-tailed) 

.465 

.000 
 1 

N  400 400 400 

** Correlation is significant at the 0.01 level (2-tailed). 
Table 8 reports the correlations between knowledge and perceived ease of use of digital marketing. The 
results of the Pearson’s correlation coefficient test show there is a significant positive linear relationship 
between knowledge and perceived ease of use of cybersecurity. (r .348), p<0.01. There is a moderate 
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positive relationship between knowledge and perceived ease of use of digital marketing. Moreover, Table 8 
also reports the correlations between knowledge and perceived ease of use of cybersecurity. The finding 
shows that there is a significant positive linear relationship between knowledge and perceived ease of use 
of cybersecurity. (r .465), p<0.01. There is a moderate positive relationship between knowledge and 
perceived ease of use of cybersecurity. 

Table 9. Correlations between knowledge and adoption of cybersecurity 

Variables 
 Knowledge 

Adoption of 
cybersecurity 

Knowledge Pearson 
Correlation 
Sig. (2-tailed) 
 

1 .031 
.535 

Adoption of 
cybersecurity 

Pearson 
Correlation 
Sig. (2-tailed) 

.031 

.535 
1 

N  400 400 

Table 9 reports the correlations between knowledge and adoption of cybersecurity. The results of Pearson’s 
correlation show there is no significance, however, there is a positive linear relationship between knowledge 
and adoption of cybersecurity. (r .348), p<0.01. However, there is a weak positive relationship between 
knowledge and the adoption of cybersecurity. 

Table 10. Hypotheses based on the present findings 

Hypotheses 
 Coefficient 

Accepted
? 

H1: The knowledge is positively correlated with the 
perceived usefulness of digital business among SMEs  
H2: The knowledge is positively correlated with the 
perceived usefulness of cybersecurity among SMEs  
H3: The knowledge is positively associated with the 
perceived ease of use of digital business among 
SMEs  
H4: The knowledge is positively associated with the 
perceived ease of use of cybersecurity among SMEs  
H5: There is a positive relationship between 
knowledge and the adoption of cybersecurity among 
SMEs 

.488 
 
.644 
 
.348 
 
.465 
 
.031 

Yes 
 
Yes 
 
Yes 
 
Yes 
 
Yes 
 

N  400 400 

In summary, Table 10 provides the five (5) hypotheses that have been supported by the research findings, 
demonstrating positive relationships and associations between knowledge and various aspects of digital 
business and cybersecurity adoption among SMEs. 

Conclusion and Suggestions for Future Research 
The scope of online activities is continuously expanding, underscoring the increasing importance of 
equipping business owners with knowledge, perceived ease of use, perceived usefulness, and the adoption 
of cybersecurity measures to mitigate the risks associated with cybercrimes. In response, collaborative 
efforts are crucial to address this issue comprehensively, especially when it comes to disseminating extensive 
knowledge to customers, particularly within the realm of digital small and medium enterprises. These SME 
entrepreneurs are particularly susceptible to cybercrime risks, given their engagement in online sales, 
financial transactions, and constant interaction with evolving social media platforms (Adleena Huzaizi et 
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al., 2021; Fernandez De Arroyabe & Fernandez de Arroyabe, 2023; Henson & Garfield, 2016; Shojaifar, 
2020; Wilson et al., 2023). Therefore, a shared responsibility exists among all relevant stakeholders to 
enhance the level of knowledge among customers and individuals responsible for ensuring the safety of the 
Internet by developing more secure policies and procedures. 
From the findings, it becomes evident that a significant proportion of respondents exhibit a commendable 
level of knowledge concerning both cybersecurity and digital marketing in a broader context. This pattern 
is consistent across the board. Consequently, it is imperative for entrepreneurs to be acutely mindful of 
issues pertaining to the privacy and security of customer’s personal information, as well as other sensitive 
aspects accessible through social media applications. It is highly probable that a substantial majority of 
entrepreneurs possess a certain degree of knowledge regarding digital marketing and cybersecurity. 
However, the presence of digital monitoring or social surveillance poses potential risks to the security and 
confidentiality of their routine business operations, particularly when sharing information on various social 
media platforms, even though only a minority remains oblivious to its existence. In summary, the findings 
of this study were in alignment with the expected outcomes (Adleena Huzaizi et al., 2021; Fernandez De 
Arroyabe & Fernandez de Arroyabe, 2023; Henson & Garfield, 2016; Shojaifar, 2020; Wilson et al., 2023). 
Previous research predominantly focused on marketing from the customer’s perspective, exploring aspects 
such as how retailers promote their diverse products and services. Nevertheless, delving into the security 
concerns arising from digital marketing represents a vital supplementary step, precisely what the current 
researchers have undertaken. Furthermore, the surge in the adoption of digital payment methods heightens 
the susceptibility to cybercrimes, particularly since many new users fail to implement the requisite security 
measures for their financial transactions. Hence, this study concentrated on both domains, encompassing 
digital marketing and cybersecurity. 
The scope of this study could be broadened by examining entrepreneurs in diverse locales, contrasting 
between rural and urban settings, to gauge the depth of cybersecurity expertise prevalent in these regions. 
A notable limitation encountered in the study was confined to the state of Perak; future studies should 
endeavor to broaden its scope, encompassing a larger dataset from across Malaysia. Researchers can also 
delve deeper into the factors shaping awareness, knowledge, attitudes, and behaviors concerning 
cybersecurity, especially in the realm of social media network usage. Further inquiries are recommended to 
unearth the relationship between sociodemographic attributes and the cybersecurity practices of both 
entrepreneurs and their clientele. Wherever an institution is designated as a research base, scholars might 
consider integrating varied research techniques like interviews or observational approaches. For 
entrepreneurs, knowledge, attitude, practices, and training are deemed essential for disseminating pertinent 
information to their audience, especially in endeavors to elevate cyberspace risk awareness. When 
advertising campaigns convey relevant insights, they enhance users’ awareness and comprehension of the 
topic. This, in turn, could bolster the overall safety of online users. 
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